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 Introduction 

This policy defines the anti-virus policy on every computer including how often a virus scan is done, how often updates 
are done, what programs will be used to detect, prevent, and remove malware programs. It defines what types of files 
attachments are blocked at the mail server and what anti-virus program will be run on the mail server. It may specify 
whether an anti-spam firewall will be used to provide additional protection to the mail server. It may also specify how 
files can enter the trusted network and how these files will be checked for hostile or unwanted content. For example it 
may specify that files sent to the enterprise from outside the trusted network be scanned for viruses by a specific program. 

Purpose 

This policy is designed to protect the organizational resources against intrusion by viruses and other malware. 

Detailed Policy Statement 

Central Dauphin School District will make every attempt to use a single product for end point security.  The following 
minimum requirements shall remain in force.  

District Computers 

 The anti-virus software shall be install on every computer before it is authorized to function on the district 
network 

 The anti-virus product will operate in real time on all servers and client computers, pending exlusions.  
 The anti-virus library definitions will be updated at least once per day.  
 Weekly scans will be setup on all Pcs and Laptops.  
 Detected threats are immediately quarantined then removed during the weekly scan. 
 Software updates are applied globally as they become available. 

Non District Computers 

 Non district computer are required to have a current and up-to-date antivirus program installed and running in real 
time before a connection to the district network is granted. 

Applicability 

This policy applies to all Pcs, Laptops, and Servers that connect to the district network (wired and wireless). Any and all 
personnel that do not adhere to this policy may be subject to disciplinary action up to and including dismissal or 
expulsion. 

Definitions 

Virus: 
 A computer program that can replicate itself and spread from one computer to another. The term "virus" is also 
commonly but erroneously used to refer to other types of malware, including but not limited to adware and spyware 
programs that do not have the reproductive ability. A true virus can spread from one computer to another (in some form of 
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executable code) when its host is taken to the target computer; for instance because a user sent it over a network or the 
Internet, or carried it on a removable medium such as a floppy disk, CD, DVD, or USB drive. 
 
Malware: 
Programming (code, scripts, active content, and other software) designed to disrupt or deny operation, gather information 
that leads to loss of privacy or exploitation, gain unauthorized access to system resources, and other abusive behavior.  
The expression is a general term used by computer professionals to mean a variety of forms of hostile, intrusive, or 
annoying software or program code. 
 
Spyware: 
is a type of malware that can be installed on computers, and which collects small pieces of information about users 
without their knowledge. The presence of spyware is typically hidden from the user, and can be difficult to detect. 
Typically, spyware is secretly installed on the user's personal computer. Sometimes, however, spywares such as 
keyloggers are installed by the owner of a shared, corporate, or public computer on purpose in order to secretly monitor 
other users. 
 
Keyloggers (key stroke logging): 
The action of tracking (or logging) the keys struck on a keyboard, typically in a covert manner so that the person using the 
keyboard is unaware that their actions are being monitored. However most key logging programs prohibit downloading 
from the affected victim due to encryption issues and wireless-to-computer difficulties (unless directly on the victim's 
computer). There are numerous keylogging methods, ranging from hardware and software-based approaches to 
electromagnetic and acoustic analysis. 

 

Cognizant Office 

For interpretations, resolution of problems and specific situations contact: The Director of Technology Services at (717) 
545-4703 x285 or itsdirector@cdschools.org.  

Policy Authority 

Central Dauphin School District Technology Steering Committee 

Related policies and Procedures 

Information Security Policy (ITP006) 

Information Security Procedure (ITR006) 

 

Implementation Procedures 

Virus Protection/ End Point Security Policy (ITR005) 


